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Abstract—The two-way ranging (TWR) protocol has been
adopted in the IEEE 802.15.4a standard for wireless networks.
However, it is vulnerable to malicious attacks (e.g., internal
attacks). An internal ranging attack here refers to a fraudulent
timestamp report. For example, a compromised sensor node
tampers its timestamp report to spoof its processing time in
order to malignly decrease or enlarge distance measurements,
or a sensor node submits an inaccurate timestamp report due to
the clock drift. In this paper, we propose an UWB ranging-based
localization strategy, which is immune to the internal ranging
attack. Regardless of the honesty of the timestamp report from a
sensor node, we could still estimate the position of the sensor node
accurately. We show how to defeat a ranging attack by taking it
into account in the development of a localization algorithm.

I. INTRODUCTION

Ultra-wideband (UWB) radio is a promising technology for
high resolution ranging, which facilitates accurate localization
in wireless sensor networks (WSNs) [1] [2]. Due to the
large bandwidth of an UWB impulse-radio (IR) signal, its
multipath channel components are resolvable. By detecting
the first arrival multipath component, we can estimate the
range information with several tens of centimeters resolution.
The IEEE 802.15.4a Task Group has developed a physical
layer standard for wireless personal area networks (WPANS)
based on UWB technology [3] to promote its accurate ranging
capability.

When we consider a WSN, one of the most important
aspects is security [4]-[6]. Low duty cycle, low probability of
detection and speed of light transmission make an UWB IR
signal an ideal information carrier for secure communication
and localization. A few secure ranging and localization pro-
tocols [7]-[9] have been proposed for UWB WSNs in recent
years. Attacks are distinguished between internal and external
depending on whether attackers can authenticate themselves
in a network. The verifiable multilateration (VM) algorithm
proposed in [5] [8] applies verification triangles to detect a
distance enlargement attack. [7] proposes a mobility-assisted
secure localization scheme (SLS) to deal with external attack-
ers, who intend to manipulate distance measurements, and it
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further presents a location-based secure authentication scheme
to prevent external attacks. [9] mounts an external relay attack
on UWB ranging by early detection and late commit to
shorten distance measurements. However, the probability of
a successful attack is low, since the attacker has to transmit
the preamble at an appropriate time ahead of receiving the
message from an honest node, which is difficult to implement.

In this paper, we propose an UWB ranging-based localiza-
tion strategy which is immune to an internal ranging attack. An
internal ranging attack here refers to a fraudulent timestamp
report. For example, a compromised sensor node tampers its
timestamp report to spoof its processing time in order to
malignly decrease or enlarge distance measurements, or a
sensor node submits an inaccurate timestamp report due to
the clock drift. We start with the two-way ranging (TWR)
protocol proposed in the IEEE 802.15.4a standard and expose
its vulnerability to an internal attack. Then we propose an
UWRB ranging-based localization strategy to thwart the attack.
Regardless of the honesty of the timestamp report from a
sensor node, we could estimate the position of the sensor node
and the processing time accurately. We show how to defeat a
ranging attack by taking it into account in the development of
a localization algorithm.

The rest of the paper is organized as follows. In Section 2,
we explain the vulnerability of the TWR. In Section 3, we
propose a localization strategy, which is immune to the internal
attack with a fraudulent timestamp report. Some simulation
results are shown in Section 4. The conclusions are drawn at
the end of this paper.

II. VULNERABILITY OF THE TWO-WAY RANGING
PROTOCOL

The two-way ranging (TWR) protocol used in the IEEE
802.15.4a standard [3] facilitates ranging estimation between
two nodes in the absence of clock synchronization. We show
an example of the TWR protocol in Fig. 1. Node A be-
gins a ranging session by sending a range request to node
B, and records a timestamp t4r upon the ranging marker
(RMARKER) departure from node A. Node B detects the
arrival of the RMARKER, upon which it stores a timestamp
tpr. Due to the lack of synchronization between node A and



Fig. 1.

An example of the two-way ranging protocol.

node B, node B can not extract the time of flight (TOF), which
is denoted as t,. Consequently, node B responds to the range
request, sends back a reply and records a timestamp tpr,
when its RMARKER leaves its antenna. Node A captures the
RMARKER from node B and stores a timestamp ¢4 for the
arrival of the RMARKER. Thus, the TOF ¢,, which is linear
to the distance d between node A and node B (d = ct,), is
given by
1

Q(tAR—tAT—T), (1)

where 7 = tpr — tpg is the processing time at node B and
c is the speed of light. In general, 7 is several hundreds of
milliseconds and ¢, is several tens of nanoseconds for an
indoor environment. According to (1), ¢, depends not only
on the timestamps t4r and t47 at node A, but also on the
processing time 7 at node B. The dependence on the honesty
of two different nodes is a weak point of the TWR protocol.

The TWR protocol is vulnerable to an internal attack, which
refers to a fraudulent timestamp report. For example, we
assume node B is compromised and tries to cheat node A
about their distance by tampering its processing time as 7.
As a result, ¢, is miscalculated, since node A is not aware of
the attack. Another example of this kind of internal attack is
caused by clock drift between the two nodes. If node B’s clock
has a different rate (due to randomness of the oscillators),
the processing time at node B cannot be reported reliably.
Assuming node B is in general untrustful, we propose a
localization strategy which does not depend on the timestamp
report from node B. With the help of more anchor nodes,
whose positions are known, we could estimate the position
of node B and its processing time 7. This makes localization
immune to internal attacks.

t, =

III. LOCALIZATION ALGORITHM IMMUNE TO
FRAUDULENT TIMESTAMP REPORT

A. System Model

Considering M anchor nodes and one sensor node, we
would like to estimate the position of the sensor node. All the
nodes are distributed in a p-dimensional space, for example,
p = 2 or p = 3. The coordinates of the anchor nodes are
known and defined as X, = [x1 X2... Xa|pxm, Where
a coordinate vector xX; = [r1; T2, ... Tp,]7 of length p
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Fig. 2.  An example of a UWB WSN with a compromised sensor node.

indicates the known coordinates of the ith anchor node. We
employ a coordinate vector x of length p to denote the
unknown coordinates of the sensor node. All anchors are
synchronized, while the sensor is asynchronous to the anchors.

The ranging session starts with one of the anchors initiating
the ranging request and recording a timestamp t, when its
RMARKER departures. Without loss of generality, we assume
the Mth anchor initiates the ranging request and broadcasts
the timing information £y to the other anchor nodes. The
sensor node records the timestamp tgr when it receives the
RMARKER from the Mth anchor. It processes the ranging
request and broadcasts a response. The departure time of the
sensor’s RMARKER is recorded as tgr. Define 7 = tgr—tsp
as the true processing time. Each anchor in the network could
detect the broadcast ranging response from the sensor node,
and records its own timestamp for the arrival of the sensor’s
RMARKER as t4,r. If a compromised sensor node tampers
its processing time as 7', or a sensor node reports 7' due to
clock drift, all the distance measurements would be decreased
or enlarged by ¢|t — 7/| (] - | denotes absolute value), which
would lead to a meaningless position estimation. An example
of such a scenario is shown in Fig. 2.

As the timestamp report gives the sensor node the freedom
to mount an internal attack, we just ignore the timestamp
report from the sensor node, and estimate x and 7 together
according to the timestamp reports from the trustful anchor
nodes. For simplicity, we first consider the noiseless case
and assume the measurements are errorless. The measured
round-trip distance at the ith anchor is defined as r; =
c(ta,r — to),i = 1,2,..., M. Note that r; is not the real
round-trip distance because of the processing time included
in the round-trip time. Moreover, the round-trip distances are
not symmetric except for the Mth anchor. Therefore, we can
model r; as

di+dy+A, i=1,2,..., M, 2)

r, =

where A = c7 is the distance corresponding to the processing
time and d; = ||x; — x|| = /||x:]|2 — 2x7x + ||x||? is the
distance between the ith anchor and the sensor node (|| - ||
designates ¢ norm). Although (2) is a linear equation with
respect to (w.r.t) A, it is a complicated nonlinear equation
W.IL.L. X.




B. Secure Localization Algorithm

Since dj; + A is a common term in all M equations, we
could choose a reference anchor node and obtain a new set
of M — 1 equations by making the differences between the
equation corresponding to the reference node and the other
equations. Without loss of generality, we choose the Mth
anchor node as the reference node and obtain a new set of
M — 1 equations as

ri—ry = di—dy, i=1,2,...,M—1, 3)

where A is eliminated in all equations. As a result, the
following localization algorithm is not related to A. Therefore,
it is immune to the internal attack by the fraudulent timestamp
report of the sensor node. A (or 7) could still be estimated
based on (2), once we obtain the estimate of x.

Observing (3), we find that it is similar to the localiza-
tion problem based on time difference of arrival (TDOA)
measurements [10] [11], where lots of handy tools can be
applied. We remark that although r; — rjs is similar as
TDOA, r; has a different meaning from the traditional range
measurements. 7; is composed of dp;, A and d;, where dy;
and A are the common terms for all r;’s. Recalling that
@ =[x, — x|2 =[x = 2x7x + x| rearranging (3)
and squaring it, we obtain d? = (r; — ras + dar)?, which
means

(ri —rar)® + 2(ri — rag)||xar — x||
+|xar]]? — 2x% x. 4)

Iil)? - 2xTx =

Define y = [||xas — x||, x¥]7 of length p + 1,

T — M (x1 —xum)T
Te — M (x2 —xa)T
A - | | )
T™—-1—TM (XMfl - X]\'I)T (M*l)X(erl)
and
[x101? = lIxarll® = (1 = 7ar)?) /2
[x2)1? = lIxarl|® = (r2 — 7ar)?) /2
s = : (©)

' 2
(Iar—all® = llxmll® = (rar—1 = rae) ) /2 14,

We can then extend (4) to a vector form:

s = Ay. (7)

where (7) can only hold approximately because of the mea-
surement errors. A linear least-squares (LLS) problem is
formulated to minimize the cost function

A(y) = s — Ayll*. ®)
We achieve an LLS estimate of y as
y = (ATA)'ATs. )

Note that the rank of A should not be less than p + 1, which
means that the number of anchor nodes should be no less
than p + 2. For example, on a plane (p = 2), we need at least

four anchor nodes to estimate the position of the sensor node.
Based on y, the estimate of x is given by

x = [0, Ly, (10)

where 0, is an all zero vector of length p and I,, is an identity
matrix of size p X p. The processing time can be estimated
according to X as

1 M

cM 4
=1

>

(i = i = %) = <l = %] @D

We remark that the estimate y is the solution of an un-
constrained LS problem. It does not explore the relationship
between ||x5; — x|| and x, which is ||xy; — x[|? = ||xa]|® —
2x% x + ||x||?. To improve the estimation performance, we
could formulate a constrained LS (CLS) problem [11] to
minimize the cost function

Jao(y,N) = [Is = Ay|]> + Aya —¥)'Dlym —y),  (12)
where )\ is the Lagrange multiplier,
0 1 of
= , D= L 13
Y [ XM ] [ 0, —I } (1)

and (yn —y)'D(ym —y) = 0. However, it is not trivial
to solve this CLS problem. Please refer to [12] or references
therein for numerical solutions.

IV. NUMERICAL RESULTS

We evaluate the performance of the localization strategy by
Monte-Carlo simulations. Although our method can be applied
to a random geometry setup, we consider two simulation
setups as shown in Fig. 3. There are six anchors in the
network. They are at the vertices of a hexagon centered at
the origin with an edge length of 15 m. In Setup 1, the sensor
node is inside of the hexagon, located at (3 m, 11 m). The
second anchor is closest to it (about 4.9 m, equivalent to
16.4 ns), and the fifth anchor is farthest to it (about 26.2
m). In Setup 2, the sensor node is outside of the hexagon,
located at (19 m, 7 m). The first anchor is closest to it
(about 8.1 m, equivalent to 26.9 ns), and the forth anchor
is farthest to it (about 34.7 m). The VM algorithm proposed
in [8] can not work under the second geometry setup, since
no verification triangles exist to include the sensor node. We
use additive white Gaussian noise (AWGN) with zero mean
and variance o2 to model the measurement errors, and add it
into r;, ¢ = 1,2,..., M. For each case we varied the noise
variance o2 from 0.12 m? to 0.3%2 m?2. For each noise variance
we run N, = 1000 Monte-Carlo trials. The performance
criterion is the root mean square error (RMSE) of X vs.
SNR, which is \/ 1/Newp S50 [%0) — x|12, where %0 is
the estimate obtained in the jth trial.

The results are shown in Fig. 4 and Fig. 5 for Setups 1
and 2, respectively. The dashed lines represent the localization
performance using the fraudulent timestamp report from the
sensor node. The compromised sensor node decreases its
processing time by 10 ns, which is equivalent to decreasing
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Fig. 4. RMSE of localization algorithm for Setup 1.

all the distance measurements by 3 m. But since the anchor
nodes have not detected the attack, they obtain LS solutions
for different reference nodes [10] [11] based on the corrupted
data. According to Fig. 4 and Fig. 5, they can not estimate the
sensor’s position correctly. On the other side, our proposed
method is immune to the fraudulent timestamp report. The
solid lines indicate the performance of the proposed method.
They have much better estimates when the measurement
errors are small. Different reference nodes lead to different
performances. For Setup 1, the choice of the second and
third anchors as the reference nodes, which are closest to
the sensor node, obtain the best performance. Meanwhile the
choice of the fifth anchor as the reference node, which is
farthest, achieves the worst performance. The same tendency
is shown in Fig. 5 for Setup 2. We remark that the choice of
the optimum reference node depends on the setup geometry.

V. CONCLUSIONS

The analysis of the TWR protocol proposed in the IEEE
802.15.4a standard exposes its vulnerability to an internal
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Fig. 5. RMSE of localization algorithm for Setup 2.

ranging attack, which refers to a fraudulent timestamp report.
We have proposed an UWB ranging-based localization method
to thwart the attack, which is independent of the timestamp
report from the sensor node. We show how to defeat a ranging
attack by taking it into account in the development of a
localization algorithm.
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